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D
N

S D
oS

●
A

ccidental A
ttack

○
Q

ueries from
 one source repeated too often

●
A

m
plification A

ttack
○

Falsified source (the target)
○

B
iggest possible answ

er payload
●

N
X

D
om

ain A
ttack

○
Targeting a specific authority

○
A

nsw
er not likely to be cached

○
U

ses a botnet and falsified source addresses



Rate Lim
iting

●
M

ost basic lim
itation, handles Accidental and Am

plification attacks
●

Based on the source address
●

Lim
iting becom

es m
ore aggressive if the source is persistent

●
O

pen to abuse by faking the target's IP as the source IP
●

D
ifferent lim

its based on client categorization, query type, dom
ain 

categorization, response size, client custom
er status



G
lobal Attack Identification

O
ur big data system

s consolidate query statistics and identify possible 
attacks based on the follow

ing criteria

●
At least 500 unique dom

ains queried in a 10 second period

(this is unusual except for public suffices and RBLs)

●
N

egative response ratio m
ust be (95%

) of w
hich at least 30%

 m
ust be 

SERVFAIL
●

The longest dom
ain is chosen



The dom
ain-droplist

●
Q

ueries to dom
ains in the dom

ain-droplist are dropped; no response is 
sent to the client

●
The dom

ain-droplist is populated based on dom
ains satisfying the 

G
lobal Attack Identification criteria, and having an average of less than 

100 queries per hour over the last tw
o w

eeks

●
The dom

ain-droplist update is pushed globally in just a few
 seconds



The dom
ain-freezelist

●
Q

ueries to dom
ains in the dom

ain-freezelist are served if a cache entry 
(expired or not) can be found

●
Q

ueries to dom
ains in the dom

ain-freezelist are served if the client 
can be identified (via ED

N
S0 or source IP)

●
Q

ueries to dom
ains in the dom

ain-freezelist are served over TCP
●

The dom
ain-freezelist is populated based on dom

ains satisfying the 
G
lobal Attack Identification criteria, and having an average of betw

een 
100 and 500,000 queries per hour over the last tw

o w
eeks

●
The dom

ain-freezelist update is pushed globally in just a few
 seconds



D
ropped D

ata

A single resolver can drop thousands of queries per second.  D
rops 

(m
agenta) peak at 4,780/second here.



Transaction Ratios

As a ratio against “norm
al” traffic (purple), up to 40%

 m
ight be dropped 

(green).  D
aily this is about 15 billion of 95 billion.



Authoritative RTT

W
e also avoid perform

ing our ow
n D

oS against authorities

●
M

aintain RTT per control/qtype/auth-IP com
bination

●
Candidate nam

eservers are used low
est RTT first

●
Avoids querying latent authorities
○

M
ay be under attack

○
M

ay be "far aw
ay"

○
M

ay be under m
aintenance

●
If latency hits a predefined threshold, the authority is considered 
"dow

n"
○

Put in tim
eout (40 seconds)

○
M

ay cause im
m

ediate SERVFAIL responses to clients



N
XD

O
M

AIN
 Attack Footprint

D
RO

Ped (m
agenta) and

ratelim
ited (yellow

) traffic

SERVFAIL (red) vs

SM
ARTCACH

E (green)

SERVFAIL (salm
on) vs

other non-zero rcodes

A
ttack Start

A
ttack Finish

A
uth goes dow

n 
(4 hours)

A
uth com

es up 
briefly



N
XD

O
M

AIN
 Attack Footprint

The attack is all additional

traffic (green)

G
etting SERVFAIL (brow

n)

and O
versize (yellow

) lim
iting

Resolver “suffers” keeping

additional query context



Future
Technologies



Im
proved Freezelist “Thaw

ing”

Im
provem

ents are in m
agenta

●
U

D
P queries m

atching the freezelist
○

If in the m
ain-cache (m

aybe expired), proceed as norm
al

○
If in the freeze-cache (sm

all cache), send a TC
○

Store in the freeze-cache
○

D
rop

●
TCP queries m

atching the freezelist
○

Respond as norm
al

○
Close the connection after response is sent

○
Broadcast the answ

er to all resolvers in the datacenter



N
XD

O
M

AIN
 count

Store an N
XD

O
M

AIN
 count at the zone cut

●
Z.m

ydom
ain.com

 stored as level1-nxdom
ain-count

●
Y.Z.m

ydom
ain.com

 stored as level2-nxdom
ain-count

●
X.Y.Z.m

ydom
ain.com

 stored as level3+-nxdom
ain-count

●
**.X.Y.Z.m

ydom
ain.com

 stored as level3+-nxdom
ain-count

●
Ratelim

it based on per-zone *-nxdom
ain-count



W
hitelist Labels

Labels such as {w
w

w
,m

ail,ns}0?[0-9]? should be w
hitelisted

●
Apply the w

hitelist to dom
ain-freezelist at top level only

○
w

w
w

01.target-dom
ain.com

 is w
hitelisted

○
w

w
w

01.ac84lsdlies.target-dom
ain.com

 is not w
hitelisted

●
Apply the w

hitelist to N
XD

O
M

AIN
 counts at level <= 3

○
m

ail.target-dom
ain.com

 is not counted
○

m
ail.a.b.c.target-dom

ain.com
 is counted


